IN THE UNITED STATES PATENT AND T RADEMARK OFFICE 



i 0 Applicant: Jung Jin PARK 

|S Docket: 13424.7US01 

[ c Title: DEVICE AND METHOD FOR SCRAMBLING/DESCRAMBLING VOICE AND DATA FOR 

1 in MOBILE COMMUNICATION SYSTEM 



CERTIFICATE UNDER 37 CFR 1 10 

'Express Mail' mailing label number EL674897480US 

Date of Deposit. November 21, 2000 
I hereby certify that this paper or fee is being deposited with the United States Postal Service 'Express Mart Post Office^ 
To Addressee' service under 37 CFR 1.10 and is addressed tt ~ " 
20231. {I ,j 



BOX PATENT APPLICATION 
Assistant Commissioner for Patents 
Washington, D.C. 20231 

Sir: 

We are transmitting herewith the attached: 

13 Transmittal sheet, in duplicate, containing Certificate under 37 CFR 1.10. 
3 Utility Patent Application: Spec. 19pgs; 12 claims; Abstract 1 pgs. 

The fee has been calculated as shown below in the 'Claims as Filed' table. 
3 6 sheets of formal drawings 

[X] Certified copy of a Republic of Korea application, Serial No. 1999-5871 1, filed December 17, 2000, the right of 

priority of which is claimed under 35U.S.C. 119 
3 A signed Combined Declaration and Power of Attorney 

3 Assignment of the invention to Hyundai Electronics Ind. Co. Ltd. , Recordation Form Cover Sheet 
[X] A check in the amount of $870.00 to cover the Filing Fee 
3 A check for $40.00 to cover the Assignment Recording Fee. 

3 Other: Information Disclosure Statement, Form 1449, 3 References; Communication Regarding Submission of 

Priority Document 
3 Return postcard 



Number of Claims Filed 




In Excess of: 




Number 
Extra 




Rate 




Fee 


Basic Filing Fee 
















$710.00... 


Total Claims 


















12 




20 




0 


X 


0.00- 




$0.00 


Independent Claims 


















■ 5 




3 ■ 




2 


X 


80.00 




$160.00 


MULTIPLE DEPENDENT CLAIM FEE 


$0.00 


TOTAL FILING FEE 


S870.00 



Please charge any additional fees or credit overpayment to Deposit Account No. 13-2725. A duplicate of this sheet 
is enclosed. 



MERCHANT & GOULD P.C. 
P.O. Box 2903, Minneapolis, MN 55402-0903 
(612)332-5300 



Name: Curtis B. Hamre 
Reg. No.: 29,165 
Initials: CBH/kas 




'TO TRANSMITTAL - NEW FILING) 



DEVICE AND METHOD FOR SCRAMBLING/DESCRAMBLING VOICE AND 
DATA FOR MOBILE COMMUNICATION SYSTEM 



BACKGROUND OF THE INVENTION 

1 . Field of the Invention 

The present invention relates to vocoding voice and data in a mobile 
communication system and, more particularly, to a device and method for 
scrambling/descrambling voice and data for a mobile communication system whereby 
communication signals on a cable channel can be scrambled and descrambled 
irrespective of the operational mode of a system vocoder in a digital mobile 
communication system during voice data transmission between mobile stations with the 
vocoder. 

2. Description of the Related Art 

Generally, voice is transmitted after compression in a digital mobile 
communication system in order to support a large number of mobile stations within a 
limited capacity of radio channels. For voice compression, there is used a voice 
scrambling algorithm, normally, a vocoding algorithm in the field of the mobile 
communication system because the vocoding algorithm is characterized by low data rate 
and voice quality for the cable network. The vocoding algorithm, which is an error- 
containing algorithm, produces more errors between the restored voice and the original 
one with an increase in the number of iterative compression and restorations. That is, the 
tone quality of the restored voice deteriorates. 

Fig. 1 is a diagram for explaining interval-based transmission of voice and data 



between mobile stations in a general mobile communication system. 

As illustrated in the figure, when an originating mobile station 1 compresses 
voice and transmits the compressed voice to a transport station 2 in the form of packet, 
then a vocoder (not shown) in the transport station 2 restores the packet to data in the 
PCM (Pulse Code Modulation) form. The PCM data are sent to a transport station 2' 
serving a target mobile station 1' via an exchange 3 and then recompressed at the vocoder 
provided in the transport station 2'. Here, the transport station 2 includes a base station 
controller and a base station. The compressed packet is sent to the target mobile station 1' 
via a radio channel. 

The mobile station 1' restores the received packet with an internal vocoder. 
Through these procedures, the mobile station can receive voice from the originating 
mobile station. 

Finally, the voice undergoes two vocoding steps during transmission between the 
two mobile stations. In this event, the voice packet compressed and transmitted from the 
originating mobile station 1 via a radio channel is packet-bypassed at the system vocoder, 
thereby reducing the number of vocoding steps and decreasing deterioration of tone 
quality. This packet bypass process is also utilized in data transmission. Here, between 
the mobile station 1 or 1' and the transport station 2 or 2' is the radio channel interval and 
between the transport station 2 or 2' and the exchange 3 is the cable channel interval. 

Now, a description will be given to a device for vocoding voice signals according 
to prior art with reference to Fig. 2. 

Fig. 2 presents the patterns of a packet bypassed at the vocoder in a general 
mobile communication system, wherein Fig. 2a shows the format of the bypassed voice 



packet and Fig. 2b shows the format of the bypassed data packet. Fig. 3 is a schematic 
block diagram of a vocoding device in the respective operational modes in a mobile 
communication system according to prior art. 

First, the vocoding device in the mobile communication system includes a 
vocoder 20 and an upper processor 10. The upper processor 10 includes the entire of the 
transport stations 2 and 2' and the exchange 3, except the vocoder 20. 

The vocoder 20 includes first to fourth mode switching blocks 22, 26, 27 and 31 
and first to sixth vocoding processors 23, 24, 25, 28, 29 and 30 for performing a mode- 
based vocoding. 

The above-configured vocoding device in the mobile communication system 
according to the prior art operates in three operational modes during data transmission 
between the mobile stations. 

The first operational mode is enabled when the vocoders in the mobile stations 
are distinct, for example, 8 Kbps EVCR (Enhanced Variable Code Rate) and 13 Kbps 
QCELP (Qualcomm Code Excited Linear Predictive) vocoders, in which mode the 
system vocoders perform a normal vocoding process, i.e., voice scrambling and 
descrambling. In this event, the pattern of the transmission data is packet data on the 
radio channel (i.e., a transmission line between the mobile station and the system 
vocoder), and PCM data on the cable channel (i.e., a transmission line between the 
system vocoders between which the exchange is interposed). 

The second operational mode is enabled when the vocoders in the mobile stations 
are identical, for example, EVCT vocoders or QCLP vocoders, in which case the system 
vocoders operate in a voice packet bypass mode. In this event, the pattern of the 



transmission data is packet data on the radio channel, and bypassed voice packet data as 
shown in Fig. 2a on the cable channel. 

The third operational mode is enabled during data transmission between the 
mobile stations, in which mode the system vocoders operate in a data packet bypass 
mode. In this event, the pattern of the transmission data is packet data on the radio 
channel, and bypassed data packet as shown in Fig. 2b on the cable channel. 

The conventional vocoding system operating in the above-stated three operational 
modes is illustrated in Fig. 3. 

As show in Fig. 3, the vocoder 20 receives mode information "E" from the upper 
processor 10 and operates in the corresponding mode under the control of the mode 
controller 21. 

For example, when the vocoder 20 receives the first mode information from the 
upper processor 10, the mode controller 21 switches the switching blocks 22 and 26 to 
the first vocoding processor 23, which vocodes voice packet data transferred from the 
originating mobile station via a radio channel "A" into PCM data and sends the PCM 
data to the exchange via a cable channel "C". The mode controller 21 also switches the 
switching blocks 27 and 3 1 to the fourth vocoding processor 28, which vocodes the PCM 
data transferred from the exchange via a cable channel "D" into packet data and sends 
the packet data to the target mobile station via a radio channel "B". 

If the vocoder 20 receives the second mode information from the upper processor 
10, the mode controller 21 switches the switching blocks 22 and 26 to the second 
vocoding processor 24, which bypasses voice packet data transferred from the 
originating mobile station via the radio channel "A" and sends the bypassed voice packet 



data to the exchange via the cable channel "C". The mode controller 21 also switches the 
switching blocks 27 and 31 to the fifth vocoding processor 29, which bypasses voice 
packet data transferred from the exchange via the cable channel "D" and sends the 
bypassed voice packet data to the target mobile station via the radio channel "B". 

When the vocoder 20 receives the third mode information from the upper 
processor 10, the mode controller 21 switches the switching blocks 22 and 26 to the third 
vocoding processor 25, which bypasses data packet transferred from the originating 
mobile station via the radio channel "A" and sends the bypassed data packet to the 
exchange via the cable channel "C". The mode controller 21 also switches the switching 
blocks 27 and 31 to the sixth vocoding processor 30, which bypasses data packet 
transferred from the exchange via the cable channel "D" and sends the bypassed data 
packet to the target mobile station via the radio channel "B". 

As such, the vocoder 20 communicates packets on the radio channels "A" and 
"B" as well as mode information with the upper processor 10 to perform an adequate 
processing based on the mode information, and communicates bypassed packet data and 
PCM data as shown in Fig. 2 on the cable channels "C" and "D" based on the operational 
mode. 

The upper processor 10 not only controls the vocoder 20 but also enables packet 
communication between the mobile station and the system vocoder through the radio 
channels. 

However, the vocoding system according to the prior art involves a problem in 
that the voice data on the cable channels are susceptible to overhearing while the system 
vocoders is operating in the respective modes. 



For example, in the first operational mode, i.e., normal vocoding mode, the PCM 
data on the cable channels are ready to be overheard by an overhearing instrument. 

In the second operational mode, i.e., voice packet bypass mode, the bypassed 
voice packet data are not easy to overhear by a general PCM overhearing method but 
susceptible to overhearing, because the voice packets are positioned in the predefined 
fields in a given order, as shown in Fig. 2a, with a limited number of cases for finding a 
specific voice packet among the entire bypassed voice packets at a position. 

In the third operational mode, i.e., data packet bypass mode, the data packets can 
be extracted simply by eliminating a flag field having the same pattern, because the 
bypassed data packets iteratively appear on the cable channels, as shown in Fig. 2b. 
SUMMARY OF THE INVENTION 
It is, therefore, an object of the present invention to provide a device for 
scrambling/descrambling voice and data in a mobile communication system, in which a 
transmitter system vocoder has an scrambling function to scramble a communication 
signal on a cable channel and a receiver system vocoder has a descrambling function to 
descramble the scrambled data, thereby preventing overhearing of the voice data. 

It is another object of the present invention to provide a method for 
scrambling/descrambling voice and data corresponding to the operation of the vocoder. 

Specifically, the object of the present invention is to provide a device and method 
for scrambling/descrambling voice and data in a mobile communication system, in which 
the system vocoders are provided with a scrambler and a descrambler to scramble a 
communication signal and descramble the scrambled signal using the same scrambling 
key received from the upper processor, in order to prevent overhearing of voice and data 



drain on cable channels. 

To achieve the above object of the present invention, in a voice/data vocoding 
device for a mobile communication system, a device for scrambling voice and data in the 
mobile communication system includes: a controller for generating an operational mode 
control signal to control an operational mode of the voice and data, a scrambling key 
feeding control signal to control data scrambling, and a sync signal generation control 
signal; an operational mode processor for vocoding or bypassing a voice/data packet 
received from a radio channel interval, based on the operational mode control signal of 
the controller; a random number generator for generating a random number based on the 
scrambling key feeding control signal of the controller; a sync signal transmitter for 
generating a sync signal based on the sync signal generation control signal of the 
controller, and sending the generated sync signal to a cable channel interval; and a 
scrambler for scrambling a vocoded PCM (pulse code modulation) signal or a bypassed 
voice/data packet of the operational mode processor using the random number generated 
from the random number generator and, after complete transmission of the sync signal, 
sending the scrambled PCM signal or voice/data packet to the cable channel interval. 

In another aspect of the present invention, there is provided a device for 
descrambling voice and data in a mobile communication system including: a sync signal 
detector for detecting a sync signal from an scrambled signal received from a cable 
channel interval; a controller for generating a descrambling control signal, an operational 
mode control signal, and a descrambling key feeding control signal, upon detection of the 
sync signal at the sync signal detector; a random number generator for generating a 
random number based on the descrambling key feeding control signal of the controller; a 



descrambler for descrambling the scrambled signal received from the cable channel 
interval using the random number generated from the random number generator, based 
on the descrambling control signal of the controller; and an operational mode processor 
for vocoding a descrambled PCM signal of the descrambler into a packet or bypassing a 
5 voice/data packet, based on the operational mode control signal of the controller, and 
then sending the vocoded PCM signal or the bypassed voice/data packet to a radio 
channel interval. 

In further another aspect of the present invention, there is provided a device for 
scrambling/descrambling voice and data in a mobile communication system including: 

10 an operational mode processor for vocoding or bypassing a voice/data packet received 
from a radio channel interval based on a received operational mode signal, and vocoding 
or bypassing a descrambled PCM signal or packet based on the operational mode signal; 
a random number generator for generating a random number based on a received 
scrambling and descrambling key feeding control signal; a sync signal transmitter for 

1 5 generating a sync signal based on a received control signal, and sending the generated 
sync signal to a cable channel interval; a scrambler for scrambling the vocoded PCM 
signal or the bypassed voice/data packet of the operational mode processor using the 
random number generated from the random number generator and, after complete 
transmission of the sync signal, sending the scrambled PCM signal or voice/data packet 

20 to the cable channel interval; a sync signal detector for detecting a sync signal from the 
scrambled signal received from the cable channel interval; a descrambler for 
descrambling the scrambled signal received from the cable channel interval using the 
random number generated from the random number generator, based on a received 



descrambling control signal; and a controller for generating the descrambling control 
signal to the descrambler, the scrambling and descrambling key feeding control signal, 
and the sync signal generation control signal, upon detection of the sync signal at the 
sync signal detector. 

5 In still further another aspect of the present invention, there is provided a 

method for scrambling voice and data in a mobile communication system including the 
steps of: vocoding or bypassing a voice/data packet received from a radio channel 
interval based on a received operational mode signal; generating a defined random 
number based on scrambling key information; generating a sync signal and sending the 

10 generated sync signal to a cable channel interval; and upon complete transmission of the 
sync signal, scrambling the mode-processed signal (including a PCM signal, or bypassed 
voice/data packet) using the random number and sending the scrambled signal to the 
cable channel interval. 

In still further another aspect of the present invention, there is provided a 

1 5 method for descrambling voice and data in a mobile communication system including the 
steps of: receiving an scrambled signal from a cable channel interval; upon receiving the 
scrambled signal, detecting a sync signal from the scrambled signal; upon detection of 
the sync signal, generating a random number based on a descrambling key signal; 
descrambling the scrambled signal using the random number; and vocoding a 

20 descrambled PCM signal or bypassing a descrambled packet based on an operational 
mode signal, and sending the vocoded PCM signal or the bypassed packet to a radio 
channel interval. 

BRIEF DESCRIPTION OF THE DRAWINGS 



Fig. 1 is a diagram for explaining interval-based transmission pattern between 
mobile stations in a general mobile communication system; 

Fig. 2 presents the bypassed packet pattern of a vocoder in a general mobile 
communication system, wherein Fig. 2a shows the format of a bypassed voice packet and 
5 Fig. 2b shows the format of a bypassed data packet; 

Fig. 3 is a schematic block diagram of the vocoding device based on an 
operational mode in a mobile communication system according to prior art; 

Fig. 4 is a schematic block diagram of a device for scrambling/descrambling 
voice and data in a mobile communication system according to the present invention; and 
10 Figs. 5a and 5b are flow charts for explaining a method for 

scrambling/descrambling voice and data in a mobile communication system according to 
the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT 

Hereinafter, a detailed description will be given to a device and method for 
15 scrambling/descrambling voice and data in a mobile communication system according to 
the present invention with reference to the accompanying drawings. 

First, in the present invention, there are three patterns of the communication 
signal delivered on cable channels according to the operational mode of a system 
vocoder during communication between mobile stations. That is, in the voice 
20 communication, the transmission data has a pattern of PCM signal when the system 
vocoder operates in a normal vocoding mode, and bypassed voice packet when the 
system vocoder operating in a voice packet bypass mode. 

Meanwhile, in the data communication, the system vocoder operates in a data 



10 



packet bypass mode and the transmission data has a pattern of bypassed data packet on 
the cable channels. 

The present invention enables a scrambling/descrambling operation for all 
patterns of the transmission data. 
5 Fig. 4 is a schematic block diagram of a vocoding system for 

scrambling/descrambling voice/data in a mobile communication system according to the 
present invention. 

As illustrated in the figure, the vocoding system comprises: an upper processor 30 
for providing operational mode information and scrambling key information; an 

10 operational mode processor 41 for processing voice/data packet received on a radio 
channel "A" from an originating mobile station in a vocoding mode or a bypass mode 
based on the operational mode information received from the upper processor 30, or 
processing descrambled signals as a packet in the vocoding mode or the bypass mode, 
and sending the processed packet to a target mobile station via a radio channel "B"; a 

15 controller 42 for storing the scrambling key information received from the upper 
processor 30, and generating a scrambling key information storage control signal, a 
scrambling key information output control signal, a sync signal transmission control 
signal and a switching control signal to output the stored scrambling key; and a 
scrambling key seed block 45 for storing the scrambling key information received from 

20 the upper processor based on the storage control signal from the controller 42, and 
outputting the stored scrambling key information based on the output control signal. 

The vocoding system further comprises: a first switching block 43 for switching 
the operational mode from a normal mode to a scrambling mode based on the control 



signal received from the controller 42; a random number generator 46 for generating a 
random number based on the scrambling key information received from the scrambling 
key seed block 45; a scrambler 47 for scrambling the packet or PCM signal mode- 
processed (i.e., vocoded or bypassed) at the operational mode processor 41 based on the 
5 random number generated from the random number generator 46; a sync signal 
transmitter 44 for generating and sending a sync signal based on the sync signal 
transmission control signal received from the controller 42; and a second switching block 
48 for sending the sync signal received from the sync signal transmitter 44 and then 
switching the scrambled signal from the scrambler 47, thereby sending the scrambled 

1 0 data to an exchange via a cable channel "C". 

The vocoding system further comprises: a sync signal detector 49 for detecting a 
sync signal from the scrambled signal received via a cable channel "D"; a third switching 
block 50 for switching the operational mode from a normal mode to a descrambling 
mode based on the control signal of the controller 42, upon detection of the sync signal at 

1 5 the sync signal detector 49; and a descrambler 5 1 for descrambling the scrambled signal 
received based on the switching operation of the third switching block 50, and sending 
the descrambled signal to the operational mode processor 41. 

A detailed description will now be given to an operation of the above-structured 
voice/data scrambling/descrambling device in a mobile communication system according 

20 to the present invention. 

First, the vocoder 40 receives operational mode information "E" and scrambling 
key information "F" from the upper processor 30. Then, the operational mode processor 
41 and the controller 42 in the vocoder 40 generate various control signals. 
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That is, the controller 42 stores the scrambling key in the scrambling key seed 
block 45 and outputs the stored scrambling key read out from the scrambling key seed 
block 45 to the random number generator 46. The controller 42 also switches the first 
switching block 43 from stage "a" to stage "g". 
5 The random number generator 46 generates a random number based on the 

scrambling key received from the scrambling key seed block 45 and applies the 
generated random number to the scrambler 47. 

According to the switching operation of the first switching block 43, the 
scrambler 47 scrambles the bypassed packet or vocoded PCM signal received from the 
10 operational mode processor 41 based on the random number received from the random 
number generator 46, and outputs the scrambled packet or PCM signal to the second 
switching block 48. 

The controller 42 provides a control signal to the sync signal transmitter 44 and a 
switching control signal to the second switching block 48 so as to send the sync signal of 
15 the sync signal transmitter 44 to the cable channel interval. Once the sync signal is sent 
to the cable channel interval, the controller 42 switches from the second switching block 
48 to the scrambler 47 to send the scrambled signal from the scrambler 47 to the cable 
channel interval. 

Here, the sync signal is transmitted once prior to sending the scrambled signal for 
20 the first frame to the cable channel interval, and never transmitted for all subsequent 
frames. 

Meanwhile, upon receiving scrambled data in the cable channel interval, the sync 
signal detector 49 of the vocoder 40 detects the sync signal from the received scrambled 
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signal and applies the detection result to the controller 42. 

Once the sync signal detector 49 detects the sync signal, the controller 42 
switches the third switching block 50 from stage "d" to stage "i". 

Consequently, the scrambled signal undergoes the reverse processing of the 
5 scrambling, i.e., the signal is descrambled based on the random number output from the 
random number generator 46. Thus descrambled packet or PCM signal is applied to the 
operational mode processor 41. 

The operational mode processor 41 performs a vocoding or bypass operation 
based on the operational mode information received from the upper processor 30 and 
1 0 sends the bypassed packet or vocoded PCM signal to the radio channel interval. 

A further detailed description will now be given to the scrambling and 
descrambling operations. 

Once the vocoder 40 receives operational mode information and scrambling key 
information from the upper processor 30, the operational mode processor 41 and the 
15 controller 42 generate control signals from the information. That is, the controller 42 
stores a scrambling key in the scrambling key seed block 45 and outputs the stored 
scrambling key to the random number generator 46. 

The random number generator 46 generates a random number based on the 
scrambling key received from the scrambling key seed block 45. The random number is 
20 used as information for scrambling or descrambling the input/output communication 
signals of the vocoder 40. The information corresponds to the positional information of 
the input/output communication signals of the vocoder 40, the positional information 
being fed into the scrambler 47 and the descrambler 51 . 
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The scrambler 47 uses the positional information generated from the random 
number generator 46 to rearrange the position of the communication signal "g" output 
from the operational mode processor 41 in the unit of bits or bytes. Here, the scrambling 
performance is higher when rearranging the communication signal in the unit of bits 
5 rather than in the unit of bytes. The scrambler 47 combines the rearranged signal "h" 
with the sync signal generated from the sync signal transmitter 44 and outputs the 
composite signal to an output "C" of the vocoder 40, thereby sending the scrambled 
signal on the cable channel. 

The descrambler 51 uses the positional information generated from the random 
10 number generator 46 to rearrange the scrambled signal "d" on the cable channel interval 
"D" by the reverse process of the scrambling shown in Table 1, thus descrambling the 
original signal "j". An example of the descrambling process will now be described with 
reference to Table 1 . 



[Table 1] 



Original 
Position 


0 


1 


2 


3 


4 


5 


6 


7 


8 


9 


Communication 
Signal 


XO 


XI 


X2 


X3 


X4 


X5 


X6 


X7 


X8 


X9 


Random 
Number 


1 


3 


5 


7 


2 


9 


8 


4 


6 


0 


Rearranged 
Signal 


XO 


X3 


X5 


X7 


X2 


X9 


X8 


X4 


X6 


XO 
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Expediently, it is assumed that the communication signal "g" is rearranged 
(scrambled) in the unit of 10 bytes, generating ten random numbers "k" ranging from 
position 0 to position 9. Once a random number is generated as shown in Table 1, in 
which the first random number is "1", the communication signal XI at position "1" is 
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shifted to the first position (i.e., position "0")- As the second random number is "3", the 
communication signal at position "3", i.e., X3 is disposed at the second position (i.e., 
position "1")- Similarly, as the final random number is "0", the communication signal X0 
at position "0" is moved to position "9". This procedure obtains the rearranged signals as 
listed in the bottom row, which signals are scrambled signals. 

The descrambling process is a reverse procedure of the scrambling process, 
which means that the original communication signals can be easily rearranged. 

The scrambling start time must be in conformity with the descrambling start time 
so that the respective vocoders at the transmitter and the receiver of the system can 
descramble the scrambled signals accurately. That is, considerations of transmission 
delay of the communication signal in the cable channel interval between the system 
vocoders are important in descrambling the signals. The methods for solving this 
problem may depend on the design and configuration of the system. The present 
invention employs a descrambling method applicable to any system configuration, in 
which method the sync signal transmitter 44 sends the sync information for the operating 
time of the scrambler 47 and the descrambler 51 to the second witching block 48 through 
the cable channels before the scrambler 47 transmits the scrambled signal. 

Simultaneously, the descrambler 51 descrambles the scrambled signal by the 
above-stated descrambling method after detection of the sync signal received from the 
cable channel "D". 

This eliminates inconformity of the driving time between the scrambler 47 and 
the descrambler 51 that may be caused due to transmission delay of the communication 
signal between the vocoders at the transmitter and the receiver on the cable channel, 
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thereby enabling accurate scrambling of the communication signal and descrambling the 
scrambled signal using the same scrambling key. Here, the sync information has a 
defined pattern previously negotiated between the system vocoders. 

A stepwise description will be given to a voice/data scrambling and descrambling 
5 method for a mobile communication system according to the present invention with 
reference to Fig. 5. 

The voice/data scrambling method in a mobile communication system will be 
described in connection with Fig. 5a. 

First, step SI 01 mode-processes the voice packet or data packet received from the 
10 radio channel interval based on the operational mode information supplied by the upper 
processor 30. That is, the voice packet is vocoded into PCM data, or the voice/data 
packet is bypassed, based on the corresponding operational mode. 

Step SI 02 generates a random number based on the scrambling key information 
applied from the upper processor 30. 
15 Step SI 03 generates a sync signal and sends the generated sync signal to the 

cable channel interval. After completion of the transmission of the sync signal, step SI 04 
scrambles the mode-processed signal (e.g., PCM data, or bypassed voice packet or data 
packet) using the random number. 

Step SI 05 sends the scrambled signal in the cable channel interval. 
20 Next, a stepwise description will be given to a method for descrambling the 

scrambled signal received from the cable channel interval with reference to Fig. 5b. 

First, step S201 determines whether a scrambled signal is received from the cable 
channel interval. 
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Once the scrambled signal is received, step S202 detects a sync signal from the 
scrambled signal. 

Step S203 determines whether the sync signal is detected, and upon detection of 
the sync signal, step S204 generates a defined random number based on a scrambling key 
5 supplied. 

Subsequently, step S205 descrambles the received scrambled signal based on the 
random number, and step S206 mode-processes the descrambled signal, i.e., PCM or 
packet based on the operational mode information, thereafter sending the mode- 
processed packet to the radio channel interval. Here, the corresponding mode enables an 
10 operation for converting the descrambled PCM signal to a packet or bypassing the 
scrambled packet. 

As described above, the "device and method for scrambling/descrambling 
voice/data in a mobile communication system" according to the present invention 
involves vocoding or bypassing the signal received from a radio channel interval, 

15 scrambling the vocoded or bypassed signal using a random number, sending the 
scrambled signal to a cable channel interval, descrambles the scrambled signal received 
from the cable channel interval, vocoding or bypassing the descrambled signal, and 
sending the vocoded or bypassed signal to the radio channel interval, thereby 
dramatically security of the data in the cable channel interval between the system 

20 vocoders and preventing overhearing of the voice. 

Furthermore, the application of the present invention is expandable to the radio 
channel interval between the mobile station and the vocoder, thus providing security of 
data over all channels. 
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It is to be noted that like reference numerals denote the same components in the 
drawings, and a detailed description of generally known function and structure of the 
present invention will be avoided lest it should obscure the subject matter of the present 
invention. 



WHAT IS CLAIMED IS: 



1. In a voice/data vocoding device for a mobile communication system, a 
device for scrambling voice and data in the mobile communication system comprising: 

5 a controller for generating an operational mode control signal to control an 

operational mode of the voice and data, a scrambling key feeding control signal to 
control data scrambling, and a sync signal generation control signal; 

an operational mode processor for vocoding or bypassing a voice/data packet 
received from a radio channel interval, based on the operational mode control signal of 
10 the controller; 

a random number generator for generating a random number based on the 
scrambling key feeding control signal of the controller; 

a sync signal transmitter for generating a sync signal based on the sync signal 
generation control signal of the controller, and sending the generated sync signal to a 
15 cable channel interval; and 

a scrambler for scrambling a vocoded PCM (pulse code modulation) signal or a 
bypassed voice/data packet of the operational mode processor using the random number 
generated from the random number generator and, after complete transmission of the 
sync signal, sending the scrambled PCM signal or voice/data packet to the cable channel 
20 interval. 

2. The device as claimed in claim 1, further comprising a switching block 
switched to the sync signal generator under the control of the controller to send the sync 
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signal generated from the sync signal generator to the cable channel interval and, after 
complete transmission of the sync signal, switched to the scrambler according to the 
control signal of the controller to send the scrambled signal to the cable channel interval. 

5 3. The device as claimed in claim 1, further comprising a scrambling key 

feeder for feeding the stored scrambling key to the random number generator based on 
the control signal of the controller. 

4. The device as claimed in claim 1 , wherein the random number generated 
10 from the random number generator includes positional information for scrambling the 

vocoded PCM signal or the bypassed voice/data packet of the operational mode 
processor. 

5. In a voice/data vocoding device for a mobile communication system, a 
1 5 device for descrambling voice and data in the mobile communication system comprising: 

a sync signal detector for detecting a sync signal from an scrambled signal 
received from a cable channel interval; 

a controller for generating a descrambling control signal, an operational mode 
control signal, and a descrambling key feeding control signal, upon detection of the sync 
20 signal at the sync signal detector; 

a random number generator for generating a random number based on the 
descrambling key feeding control signal of the controller; 

a descrambler for descrambling the scrambled signal received from the cable 
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channel interval using the random number generated from the random number generator, 
based on the descrambling control signal of the controller; and 

an operational mode processor for vocoding a descrambled PCM signal of the 
descrambler into a packet or bypassing a voice/data packet, based on the operational 
5 mode control signal of the controller, and then sending the vocoded PCM signal or the 
bypassed voice/data packet to a radio channel interval. 



6. The device as claimed in claim 5, further comprising a switching block 
for switching the scrambled signal received from the cable channel interval to the 

10 descrambler, based on the control signal of the controller. 

7. The device as claimed in claim 5, further comprising a descrambling key 
feeder for feeding the stored descrambling key to the random number generator based on 
the control signal of the controller. 

15 

8. The device as claimed in claim 5, wherein the random number generated 
from the random number generator includes positional information for descrambling the 
PCM signal or voice/data packet received from the cable channel interval. 



20 9. In a voice/data vocoding device for a mobile communication system, a 

device for scrambling/descrambling voice and data in the mobile communication system 
comprising: 

an operational mode processor for vocoding or bypassing a voice/data packet 
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received from a radio channel interval based on a received operational mode signal, and 
vocoding or bypassing a descrambled PCM signal or packet based on the operational 
mode signal; 

a random number generator for generating a random number based on a 
5 received scrambling and descrambling key feeding control signal; 

a sync signal transmitter for generating a sync signal based on a received control 
signal, and sending the generated sync signal to a cable channel interval; 

a scrambler for scrambling the vocoded PCM signal or the bypassed voice/data 
packet of the operational mode processor using the random number generated from the 
10 random number generator and, after complete transmission of the sync signal, sending 
the scrambled PCM signal or voice/data packet to the cable channel interval; 

a sync signal detector for detecting a sync signal from the scrambled signal 
received from the cable channel interval; 

a descrambler for descrambling the scrambled signal received from the cable 
1 5 channel interval using the random number generated from the random number generator, 
based on a received descrambling control signal; and 

a controller for generating the descrambling control signal to the descrambler, 
the scrambling and descrambling key feeding control signal, and the sync signal 
generation control signal, upon detection of the sync signal at the sync signal detector. 

20 

10. The device as claimed in claim 9, further comprising a descrambling key 
feeder for feeding the stored scrambling and descrambling keys to the random number 
generator based on the control signal of the controller. 
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11. In a voice/data vocoding method for a mobile communication system, a 
method for scrambling voice and data in the mobile communication system comprising 
the steps of: 

5 vocoding or bypassing a voice/data packet received from a radio channel 

interval based on a received operational mode signal; 

generating a defined random number based on scrambling key information; 

generating a sync signal and sending the generated sync signal to a cable 
channel interval; and 

10 upon complete transmission of the sync signal, scrambling the mode-processed 

signal (including a PCM signal, or bypassed voice/data packet) using the random number 
and sending the scrambled signal to the cable channel interval. 



12. In a voice/data vocoding method for a mobile communication system, a 
1 5 method for descrambling voice and data in the mobile communication system comprising 
the steps of: 

receiving an scrambled signal from a cable channel interval; 

upon receiving the scrambled signal, detecting a sync signal from the scrambled 

signal; 

20 upon detection of the sync signal, generating a random number based on a 

descrambling key signal; 

descrambling the scrambled signal using the random number; and 

vocoding a descrambled PCM signal or bypassing a descrambled packet based 

24 



on an operational mode signal, and sending the vocoded PCM signal or the bypassed 
packet to a radio channel interval. 
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ABSTRACT OF THE DISCLOSURE 



The device and method for scrambling/descrambling voice/data in a mobile 
communication system involves vocoding or bypassing a signal received from a radio 
channel interval, scrambling the vocoded or bypassed signal using a random number, 
5 sending the scrambled signal to a cable channel interval, descrambles the scrambled 
signal received from the cable channel interval, vocoding or bypassing the descrambled 
signal, and sending the vocoded or bypassed signal to the radio channel interval, thereby 
dramatically security of the data in the cable channel interval between the system 
vocoders and preventing overhearing of the voice. 
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§ 1.56 Duty to disclose information material to patentability. 



(a) A patent by its very nature is affected with a public interest. The public interest is best served, and the most effective 
patent examination occurs when, at the time an application is being examined, the Office is aware of and evaluates the teachings of all 
information material to patentability. Each individual associated with the filing and prosecution of a patent application has a duty of candor 
and good faith in dealing with the Office, which includes a duty to disclose to the Office all information known to that individual to be 
material to patentability as defined in this section. The duty to disclose information exists with respect to each pending claim until the 
claim is canceled or withdrawn from consideration, or the application becomes abandoned. Information material to the patentability of a 
claim that is canceled or withdrawn from consideration need not be submitted if the information is not material to the patentability of any 
claim remaining under consideration in the application. There is no duty to submit information which is not material to the patentability of 
any existing claim. The duty to disclose all information known to be material to patentability is deemed to be satisfied if all information 
known to be material to patentability of any claim issued in a patent was cited by the Office or submitted to the Office in the manner 
prescribed by §§ 1.97(b)-(d) and 1.98. However, no patent will be granted on an application in connection with which fraud on the Office 
was practiced or attempted or the duty of disclosure was violated through bad faith or intentional misconduct. The Office encourages 
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(1) prior art cited in search reports of a foreign patent office in a counterpart application, and 

(2) the closest information over which individuals associated with the filing or prosecution of a patent application 
believe any pending claim patentably defines, to make sure that any material information contained therein is disclosed to the Office. 

(b) Under this section, information is material to patentability when it is not cumulative to information already of record or 
being made of record in the application, and 

(1) It establishes, by itself or in combination with other information, a prima facie case of unpatentability of a claim; 
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(ii) Asserting an argument of patentability. 
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